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the process of updating this database, developing a rating system on the value of various techniques to be
included in the database, and creating a classified technology road map that will prioritize the needs for
various anti-tamper techniques. These tools are currently 18 unavailable. DOD and Sandia National
Laboratories also have provided information on anti-tamper techniques and tools to program managers at
periodic workshops where attendance is voluntary. To further assist program managers, DOD is in the process
of overseeing the development of generic anti-tamper techniques, but it is uncertain to what extent such
techniques address a programs specific needs. In 2001, DOD issued several contracts to encourage anti-tamper
technology development. To date, several defense contractors have provided anti-tamper technology concepts,
but according to the Executive Agent, programs need to further develop the technology before it can be applied
to and function on a particular system. According to Air Force Research Laboratory and Sandia National
Laboratories officials, generic anti-tamper techniques can be considered, but program managers have to
design and incorporate the techniques needed for their unique systems. Program managers ultimately have to
ensure that the techniques protect critical technologies and do not adversely affect performance objectives for
the system. Anti-tamper protection is one of the key ways DOD can preserve U. S. Conclusions investment in
critical technologies, while operating in an environment of coalition warfare and a globalized defense industry.
However, implementation of the anti-tamper policy, thus far, has been difficult - in part because DOD has not
developed an...
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